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ABSTRACT- With the old banking system enduring a
tremendous transition over the past ten years that is still
going on today, the digital transformation of the banking
sector has been a game-changing upheaval for the business.
The purpose of this paper is to present a thorough study of
the obstacles that traditional brick-and-mortar banking
institutions must overcome in order to implement this
change. Preferred Reporting Items for Systematic Reviews
and Meta-Analyses (PRISMA) served as the foundation for
the approach employed in this Systematic Literature Review.
The review centres on the issues associated with digital
banking, scrutinizing many elements including journal
outlets, article publication year, citation index journal
articles, number of independent variables, and more.
Although the majority of the current research is descriptive
in character and is dependent on secondary data, this
necessitates the contribution of empirical studies to the
existing body of knowledge.
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Challenges, Systematic Literature Review
I. INTRODUCTION

The advancements of technology by humans have left
everyone stunned. No business has been left untouched by

the adoption of technology and the same is the case with the
business of banking. The emergence of technology has given
rise to a revolutionary change in the field of banking, which
is now known to be as “digital banking” [1]. The expansion
of digital banking has been the outcome of the development
of the internet, smartphones, and advanced technologies
such as artificial intelligence, blockchain, cloud computing
etc. [2]. Digital banking is the adoption of technology in
such a manner which has made the functioning of the banks
faster and easier. The term includes online banking,
electronic banking, and mobile banking [1]. Digital banking
can also be defined as a generic term which acts as a
platform which offers the delivery of banking and financial
services and products through electronic channels like
ATMs, the telephone, the internet, social media etc. [3].
Online banking provides a range of services that allow bank
consumers to use a telecommunication network to access
information and complete most retail banking tasks, such as
checking account balances, transferring funds between
accounts, paying bills, etc., without having to leave their
homes or places of employment [4].

As per the data of National Payments Corporation of India
(NPCI), in the Financial Year 2022-2023 alone, India’s total
volume of digital transactions was 1,17,148.65 million.

Table 1: Retail Payments Statistics on NPCI Platforms
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Table 2: Major Challenges of Digital Banking

Major Challenges Brief Description

e  Threat of fraud to both customers and the banks.
e  Frauds are constantly happening through: Vishing, Phishing,
misusing UPI, remote access.

Relationships

4. Growing
Customer

Expectations
(Source: Banking Mantra, 2022, Advantages and Challenges of Digital Banking, 2022, Bank of Baroda)
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e  Failed connectivity
e  Lack of consistent and accurate data

e  UPI downtimes

e  Albots and customer care helplines are replacing the personalized
services

e  Customers are constantly looking for faster and better online
experience from their banks.
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Therefore, extensive research has been done to enlighten the
opportunities of digital banking, but it is also imperative to
study the challenges coming out of the adoption of digital
banking services. In addition to this, no study has
specifically employed the Preferred Reporting Items for
Systematic Reviews and Meta Analyses (PRISMA) for
Digital Banking Challenges in Indian Banking Sector. These
kinds of studies are crucial because they depict the current
state of field of a study and identify future prospects for
researchers to conduct additional research in the area [7].
Through this paper, we systematically analyze the past and
current state of Challenges of Digital Banking in the Indian
Banking Sector. More specifically the study tries to
understand the following research questions:

e How Banking has through  the
transformation?
e What are the main challenges faced by the Banking

sector due to the adoption of digital banking services?

gone digital

II. LITERATURE REVIEW

As per the study of [1] in the 1990s, various financial
reforms came into play, including the banking sector
reforms. The committee led by Dr. C Rangarajan devised a
plan for computerization and mechanization with a focus on
customer service. Once the requisite expertise in
computerization has been attained, the second Rangarajan
committee prepared for the expansion of automation in other
sectors like money transfers, BANKNET, SWIFT, ATMs,
Internet Banking etc. Subsequently, the Information
Technology Act was passed by GOI to provide legal status
to electronic transactions. The adoption of Internet Banking
began around 1996 to 1998. ICICI, Citi Bank, IndusInd
Bank and HDFC Bank were among the first financial
institutions to adopt technology in the banking sector.

After that there was no looking back for the digital
transformation in the banking sector. Internet banking,
advanced ancillary application software, and databases, have
rendered a 24/7 consumer transaction services. And fintech
have transformed many digital banks into digital institutions
[8]. Advancements took over the traditional banking
system, but it also came with challenges. [9] Highlighted the
security issues related to electronic banking or mobile
banking and also threw light on malware attacks on mobile
phones and banking. In addition to security threats there are
other challenges as well like lack of awareness among the
users as well as poor infrastructure for the adoption of
digital banking [10].

III. RESEARCH METHODOLOGY

A systematic review was conducted to examine the research
about the challenges of the digital banking in the Indian

Banking Industry. The guidelines of the PRISMA checklist
were adhered to in this review [11]. A thorough search of the
Scopus database was carried out to find pertinent material,
which included articles published from 2013 to 2023. The
‘Scopus search engine’ was selected for its proven accuracy
in retrieving research articles and is a widespread usage
[12]. Previous research on digital banking challenges
utilizing the PRISMA framework has been limited.
Therefore, an extensive and comprehensive search may
provide better and more in-depth findings. Thus, in order to
possibly produce more in-depth insights, a thorough and
comprehensive search was carried out. We used multiple
keywords, “issues” OR “problems” OR “risk” OR
“challenges” AND “banking” OR “digital banking”.

The studies were exported to an MS Excel spreadsheet with
all their information, including titles, abstracts, keywords,
authors” names and affiliations, journal name and
publication years. Each research study was evaluated based
on its title and abstract to determine its relevance to the
study’s objectives. Only the studies that were deemed
relevant were kept on the list for the final review, those
studies that were mot pertinent to the study’s scope were
eliminated. Furthermore, only research studies published in
academic journals were considered, leading to the exclusion
of conference papers and book chapters from the final Excel
sheet. In addition to this, studies that did not particularly
address the issues associated with digital banking were also
eliminated from the final list of research studies.

IV. OUTCOME

237 articles were initially retrieved from the Scopus
database. After screening their titles and abstracts, 18
articles were deemed irrelevant to the scope of the study and
were consequently excluded from further consideration.
These excluded studies did not focus on digital banking
challenges or were not relevant to the Indian banking sector.
Subsequently, the remaining 92 articles underwent full-text
screening, resulting in the exclusion of an additional 32
articles due to their lack of relevance to digital banking
challenges. The excluded studies covered topics such as
digital banking in different countries, the general utility of
digital banking, cyber risks, and blockchain technology.
Thus, only research studies specifically addressing digital
banking challenges in the Indian banking sector were
retained for the final review. As a result, the final review
comprised 60 peer-reviewed full text studies published in
academic journals. The complete procedure, from first
identification to ultimate inclusion, is depicted in figure 1.
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Figure 1: PRISMA Flow Chart

A. Frequency of Studies

Out of the 60 research works that were analysed, 56 (93%)
were empirical, while the remaining 4 (7%) were theoretical
papers discussing the issues of digital banking in the Indian
banking system. Figure 2 illustrates the distribution of
theoretical and empirical studies.

Furthermore, Figure 3 depicts a significant growth in the
exploration of digital banking challenges within the Indian
banking sector. In 2013, researchers began investigating
these challenges, and in the years that followed, interest in
these topics grew steadily. Notable, there has been a
significant upward tendency over the years, as evidenced by
the almost 140% increase in research publications about
digital banking challenges published in 2023 compared to
2013.

Total
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= Theor etical

N
N’

Figure 2: Division of Empirical and Theoretical Studies
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Figure 3: Growth in Studies of Digital Banking Challenges
in the Indian Banking Sector

V. FINDINGS AND RECOMMENDATIONS

A. Scant Research on Digital Banking Challenges in the
Indian Banking Sector

Figure 3 illustrates a growing interest in studies concerning
digital banking challenges within the Indian banking sector
in recent years. However, it is noteworthy that only 60
research studies have specifically focused on this concept to
date. Among these, 56 studies are empirical, while the
remaining are theoretical in nature. This highlights the
paucity of study on digital banking undertaken from an
Indian perspective.

Consequently, there exists ample opportunity for future
researchers to contribute to this area of study and conduct
comprehensive research. Despite digital banking being
around for a decade or so, both users and bankers are
encountering issues associated with its usage. Therefore, it is
imperative for researchers to take the initiative and advance
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research in this domain. By identifying the key challenges
surrounding the Indian banking sector, these issues may be
resolved more easily, thereby contributing to the
enhancement of digital banking services.

B. Lack of Focus

The findings indicate that many studies on digital banking
challenges have primarily focused on the perspective of
consumers or users, with only two studies examining the
viewpoint of bankers. However, there is growing interest
among both research scholars and managers in assessing
firm performance within the realm of digital banking [13].
Consequently, it is crucial to assess banking performance
through the adoption of digital banking practices by banks,
as depicted in figure 4.

Challenges

from Banker's

Challenges

Perspective
Digital Banking /

DEC affecting

the banking
petform ance

Figure 4: Untapped area of digital banking challenges

C. Frequent Challenges faced by the Users of Digital
Banking in the Indian Banking Sector

As per the reviews of 60 studies it can be concluded that
digital banking has surely evolved and has strengthen its
roots in a populous country like India. Despite this there are
few challenges which online banking is facing Figure 5.

Figure 5: Challenges
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